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End of independence?
By Robin Stride
Results of the Paterson Report will
spark a widespread drift away from
self-employment to a salaried service for doctors in private practice.
This is the view of the chairman
of the Federation of Independent
Practitioner Organisations (FIPO)
following last month’s release of
findings from the long-running
for mer Bishop of Nor wic h’s
inquiry into rogue surgeon Ian
Paterson.
Mr Richard Packard told Independent Practitioner Today: ‘The
changes proposed in the report
should lead to greater uniformity
in governance processes across
hospital providers in both the
independent sector and the NHS.
This may lead to a greater acceptance of privately-funded care in
the UK healthcare landscape.
‘It is also likely that employment
status in the private sector will
become polarised, with more senior consultants continuing to work
independently and retaining their
professional autonomy, while
newer consultant providers are
employed.’
He added: ‘I believe that both
these shifts are likely to become
marked within the next five years.’
Consultants now await the outcome of the Government’s verdict
on the report’s wide-ranging recommendations, which herald
In association with

FIPO chairman Mr Richard Packard
some far-reaching changes for
independent practitioners.
Private doctors already face a
huge defence cover shake-up under
Government proposals published
in 2018. These argued the merits of
insurance over the discretionary
cover provided by traditional medical defence organisations.
This has been backed by private
hospitals who say they have long
wanted fully comprehensive insurance indemnity cover to replace
the ‘simply not tenable’ discretionary system.
Paterson’s defence body did not
cover his malpractice, as his cover
was discretionary, and it refused to
settle claims, as his actions were
considered criminal rather than
negligent.

Now the inquir y wants an
urgent review of medical indemnity to prevent discretionary withdrawal of cover.
Some other of its recommendations would mean upheaval for
doctors and the surmounting of
difficult barriers, according to a
FIPO analysis, starting today on
page 15. These include:
Consent: The inquiry recommends a standard ‘cooling-off
period’ to allow reflection on
treatment choices. But this could
mean routine extra consent clinic
appointments before NHS/private
hospital admission, which has
funding implications.
Procedure coding: This differs
between the private and NHS sectors. FIPO favours the latter as
universal currency to allow for
accurate data capture of complex
procedures.
Multidisciplinary team meetings: Moves to make them routine
for appropriate private patients
raise the issue of who pays.
Complaints: It is likely all private hospital providers will be
mandated to subscribe to the
Independent Sector Complaints
Adjudication Service, FIPO believes.
Transparency: The private sector will have to disclose more
information such as what practising privileges are held, defence
arrangements and provisions for
sick patient transfers.

Investigating poor practice:
The report does not say what
immediate measures are needed if
a perceived safety risk arises from
institutional systematic failures.
FIPO says the patient safety issue
needs clear guidance: ‘A contextual
understanding is necessary before
any precipitate actions are taken
against individuals.’
Medical advisory committees:
Significant reform is likely.
Corporate accountability:
FIPO expects private hospitals and
their groups will be wholly or partially liable for individual doctor’s
actions working in them.
Patient recall: A co-ordinated
protocol across sectors for a comprehensive recall of patients, if necessary.
The Paterson Report also called
for a single repository of wholepractice consultant information,
available to managers and healthcare professionals.
Under a pre-existing initiative
from NHS Digital and the Private
Healthcare Information Network
(PHIN), there is now a consultation
– closing on 31 March – on the next
part of a programme to align private healthcare data with NHS
recorded activity.
It is hosted on the NHS Digital
Consultation Hub and wants doctors’ views, among others, ‘to help
shape the future changes’.
➱ continued on page 3
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Top reasons for data breaches
IN THE non-cyber category – that
is to say, ‘human error’ – we have,
as the main causes:
General breach of personal
data – this will contain ‘blagging’ incidents and the accidental
disclosure of personal data;
Data posted or faxed to
incorrect recipient;
Data emailed to incorrect
recipient;
Loss/theft of paperwork or
data left in an insecure location.
In the cyber category, we have
the following main reasons for
data breaches:
Phishing – emails with malicious links, malware;
Unauthorised access.
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In conclusion, it is errors by staff
and employees that cause the
majority of data breaches reported
to the ICO.
Poor data handling and data
management are underlying
causes for the data breaches
reported to the ICO, whether
these breaches are cyber or noncyber.
Errors in the use of emails is a big
factor behind data issues, where
we see common problems such as:

1
2

Emails sent to incorrect
recipients.

Emails with people pretending to be someone else –
‘blagging’.
Blagging occurs when someone
poses as a trusted individual to
obtain personal information from
their victim or encourage the victim to perform actions, such as a
bank transfer.

3

Emails containing phishing
and other scams and malware. Phishing is an attack used to
steal data including login details
and credit card details.
The attacker will generally pose
as a trusted entity and dupe the
victim into responding to an email
or text message.

4

Emails with incorrect or
wrong content and referencing of individuals.

Other common reasons for
data breaches are:
Theft of data or equipment on
which data is stored;
Inappropriate access controls to
information systems and paper
files, allowing unauthorised use;
Disclosure of patient or employee
data to unauthorised sources;
Equipment failure;
Human error – for example,
losing paperwork, USB sticks,
inadvertently altering data;
Hacking attack.

How to avoid data breaches
For practices who have invested in
well written and practice-specific
data handling guidelines, together
with regular staff training, data
breaches from human errors can
arguably become largely avoidable.

Cause: Breaches via email use
Prevention:
Staff training and updates;
Cyber security software tools,
regularly updated, which protect

It is errors by staff and
employees that cause the
majority of data breaches
reported to the ICO

against phishing, malware and
other email-based attacks;
Data handling guidelines for
attachments, storage of data and
data accessed outside of the office;
Operational procedures to validate identity of individuals.

Cause: Unlawful disclosure of
patient or employee data
Prevention:
Staff training and updates;
Operational procedures to validate identity of individuals;
Role-based access controls on all
information systems.

Cause: Loss/theft of data in
soft or hard copy
Prevention:
Staff training and updates;
Data handling guidelines for use
of external storage devices such as
USB sticks, home computers,
phones and other remote devices;
in short, all data transfer or access
outside the protected office environment;
Secure data disposal routines.
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Other practical steps which
can be taken to help with
security of data are:
It is crucial that practice owners
appoint individuals to be
responsible for ongoing staff
training, data handling standards
and security procedures

Cause: Inappropriate access
to data
Prevention:
Staff training and updates;
Role-based access controls on all
information systems;
System auditing and logging.

Cause: Hacking attacks
Prevention:
Business continuity plans.

Cause: Equipment failure
Prevention:
System failover (back-up) and
recovery practises for key business
operational systems; for example,
practice management systems.

Staff training
Staff training is crucial to reduce
the risk of data breaches. With a
majority of the reported data
breaches being caused by human
error, it is essential that staff are
given the knowledge to do their
best to prevent these ‘accidental’
breaches.

Data handling guidelines
Writing simple and easy-to-follow
guidelines for all staff can be an
effective way for employees to
access information on how best
standards apply when processing
patient data.
It is easy to make these guidelines specific to your individual
practice by using everyday examples and providing links to other
policies and procedures.
Consider addressing areas such
as:
The safe transfer of data;
How to check email attachments;
Whether your practice offers
patient portals for secure data
access;
How to c hec k identity of
patients or other individuals who
request access;
How to spot spam emails.
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Consider locking down USB
ports on practice machines so that
data cannot be downloaded;
Secure shredding of data;
Put in place a theft-reporting
procedure
Regularly check who has access
to your systems;
Ensure data back-ups are regularly undertaken;
Update cyber security tools regularly.
In summary, there is a lot that
practices can do to reduce the risk
of data breaches, especially those
by staff.
Training of staff is clearly hugely
beneficial. It is crucial that practice owners appoint individuals
either within the practice or as an
outsourced service to be responsible for ongoing staff training, data
handling standards and security
procedures.
With data breaches, it is commonly said that ‘it’s not a case of
IF, but WHEN’. So, t he best
approach is to, be prepared.
See ‘Guard your systems from
cyber attacks’, page 36
Jane Braithwaite
(right) is managing director of Designated Medical,
which offers business services for
private consultants, including
medical secretary
s u p p o r t , b o o kkeeping and digital
marketing.
Karen Heaton is
the founder of
Data Protection 4
Business, which
offers consultancy
services to design
a n d i mp l e m e n t
GDPR-compliant
solutions, as well
as online training,
outsourced Data
Protection Officers and specialised
software technology to support data
protection compliance.
Together, Designated Medical and
Data Protection 4 Business offer consultancy services and support to help
private practices and clinics design
and embed a data protection compliance culture into their organisations.
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