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By Robin Stride
Independent practitioners are
being given wide-ranging advice to
help secure their business futures
from the ravages of Covid-19.
Hundreds of doctors with private practices committed themselves totally to patients in the
NHS and others made way as their
independent hospitals helped the
state at cost price.
Specialists laid off secretaries,
while others were hit by staff
absences caused by transport problems and partners self-isolating or
staying home to child-mind.
Many sought financial help and
here are some key issues and
experts’ tips:
Doctors were advised to seek a
defence cover reduction for the
lower level of work anticipated for
the upcoming year or they might
otherwise pay too much (see story
on page 4).
James Gransby, of RSM UK Tax
and Accounting Ltd, added that
those operating through a limited
company and with built-up cash
through retaining profits could
find that now was the time to
In association with

‘If you have a company filing
deplete reserves to pay personal
deadline approac hing soon,
living costs.
Companies House has given flexi‘The main ways will be via divibility over submission deadlines,
dend, taking a loan from the comso keep checking its website for the
pany or depleting money you have
latest news on this. Presently, they
previously loaned the company.
are offering a two-month extenTaking a salary is also possible, but
sion to the normal filing date.
would incur more tax.
‘You need to ask for the
‘When extracting profits
extension before your
as dividends, then divinormal filing date, it is
dend tax of up to 38.1%
not giving this automatiwill be payable personally,
cally.’
so don’t overlook this and
Paul Gordon, medical
keep some money aside for
specialist financial planwhen this becomes payaner at MacArthur
ble.
Gordon, said consultants
‘You can borrow money James Gransby
and GPs were worried
from your company by way
about meeting existing expendiof a loan without having to declare
ture, but cutbacks were possible.
dividends. This must be repaid
They were taking a mortgage
within nine months of the compayment holiday of up to three
pany year-end to avoid a tax charge.
months, the limit as we went to
‘So operating with a 31 March
press, without impacting their
year-end then taking it on or after
credit score. This applied to both
1 April 2020 will mean it does not
residential, buy-to-let and loans.
need to be paid back until 31
Mortgage payments after expiry
December 2021.’
of the three months would be
Mr Gransby, a spokesman for the
adjusted upwards to take the
Association of Independent
unpaid amount into account.
Special ist Medical Accountants,
The process was ‘relatively
said enough should be retained to
straightforward’ with lenders
pay any corporation tax due.

accepting instruction by phone,
with some allowing email to avoid
being on hold.
The Government is protecting
80% of an employee’s salary up to
£2,500 monthly to avoid them
being made redundant. Payments
are expected this month, backdated
to March if staff are re-employed
and granted a leave of absence.
Mr Gordon added: ‘The July
income tax payment can now be
deferred until January 2021, which
is certainly welcome and, better
still, no action is required, although
I suggest contacting accountants
to confirm the position and prepare for the increased January payment.
‘But note that those impacted by
the pension annual allowance and
looking to use Scheme Pays for
2018-19, the deadline remains 31
July 2020.
‘Mortgages can be switched to an
offset facility, using funds reserved
for tax liabilities/savings to reduce
the interest payment. These funds
can be accessed when required to
supplement income and cover
expenditure.’
➱ continued on page 3
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DATA PROTECTION RULES

Navigating the
GDPR labyrinth
In the latest General Data Protection Regulations, the question of ‘consent’ has
caused confusion and frustration. Jane Braithwaite and Karen Heaton reveal
medical practices did not properly understand whether they were required to ask
patients for their consent for certain processing activities or how to do so
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IN THE medical sense, ‘consent’ is
very clear. But in the latest EU
General Data Protections Regulations (GDPR), the question of
consent has been one of the most
confusing and frustrating issues to
come to terms with.
How many emails did you
receive in the run-up to the GDPR
deadline about ‘opt-ins’ for marketing or just ‘opt-ins’ in general?
Our experience is that medical
practices and businesses in general
really did not properly understand
whether or not they were required
to ask patients or clients for their
consent for certain processing
activities or how to do so.
On a personal level, it was a very
useful opportunity to clear out
unwanted junk email and compel
organisations to take unsubscribe
requests seriously. This had clearly
not been the case in the past.
But were all these emails about
consent necessary?
Well, that depends on a number
of factors:
The lawful basis you have for
processing an individual’s data;
How you received an individual’s data;
What you have told individuals
– patients, clients or employees –
about how your practice handles
their personal data.
For medical practices who act as
data controllers, there is the
potential for non-trivial reputational damage and large fines
from Information Commissioner’s
Office (ICO) investigations regarding poor consent practises.
So, to answer this question, let’s
look at:
a) Your lawful basis for using that
data;
b) The data you process and how it
is processed.

Lawful basis for processing
data
It is useful to understand the lawful bases available for the processing of personal data, which are:
Performance of a contract
entered into with the data
subject;
Legal obligation which the
controller must comply
with;
Legitimate interest of the
controller – where you use
people’s data in ways they would
reasonably expect and which have
a minimal privacy impact or

1
2
3

APRIL 2020

When considering your practice’s
obligations for obtaining consent,
look first at how data is collected
and where it goes

where there is a compelling justification for the processing;
Vital interests of the data
subject;
Performance of a task carried
out in the public interest;
Consent: the organisation
must be able to obtain, maintain and validate lawful consent
received from the individual.
Where your practice cannot satisfy the first five lawful bases, then
consent is required. Medical data
and other special category data
require explicit consent.
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Understanding your data
In previous articles in this series,
we have explained why understanding the data that your practice processes is the crux of data
protection compliance. Without
properly mapping out the data
you are responsible for, it will be
difficult to be compliant with all
aspects of data protection, including consent.
For medical practices, it is pretty
clear that there is certain critical
data which must be processed in
order to treat patients safely. The
consent requirements for data
about medical treatments, operations and retention periods for
that information are robustly
determined by medical standards
such as those from the Care
Quality Commission.
Consent for marketing activities
and the geographical location of
stored personal data is less well
understood.
The latter is likely to be an issue
that practices need to consider in
the lead-up to the end of the Brexit
transition ag reement on 31
December 2020. Until then, there
are still some checks and balances
which need to be undertaken if
your practice stores personal medical data outside of the European
Economic Area (EEA).
➱ p22
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When considering your practice’s obligations for obtaining
consent, look first at how data is
collected and where it goes.
For marketing activities, it is
important to first understand who
is being communicated with and
how the practice obtained the
contact details for those individuals.

Newsletter example
A medium-sized private medical
practice has a database of around
3,000 individuals and wants to
send those contacts a quarterly
newsletter with information
about new treatments and advice
on health tips. Does it need to ask
the individuals in its database to
‘opt-in’ to the newsletter?
If the practice can validate that
all the individuals in their database are patients or are individuals
who are not patients, but had previously contacted the practice for
information about the services

It is useful to ensure that all new
patients are specifically asked to
consent to their preferences for
marketing emails

your practice offers, then consent
need not be required.
It would be acceptable to send
t h e m t h e n ews l et t e r u n d e r
Legitimate Business Interests.
However, it is important that there
is a clear and easy-to-use unsubscribe option in place for the newsletter.
And it is useful to ensure that all
new patients are specifically asked
to consent to their preferences for
marketing emails as part of the onboarding process and that the
unsubscribe option is made clear
to them.

If the practice is not sure where
some of its contacts came from,
then those individuals will require
to consent to receive marketing
emails. In particular, if contact
data were purchased from a third
party, under GDPR, the third party
has the duty to ensure that consent to sell or transfer contact
details was received from the data
subject.
If this consent cannot be evidenced or confirmed, then it would
be advisable to reconsider the decision to buy the data, as it may be
unlawful for the company to sell it
in the first place. Equally, if the
individuals did not consent to their
data being sold, the contact list may
not be commercially useful.
For data stored or processed in or
transferred to countries outside
the EEA, each of these countries
needs to be checked for data protection standards. Only a handful
of non-EEA countries are deemed
‘adequate’ for data protection by

the EU. So the countries should be
categorised into secure and nonsecure third countries.
In addition, the privacy notices,
contracts and cookie policies of
the organisations your practice is
considering for the ex-EEA processing or storage must be checked
for data protection standards.

Outsourcing billing example
A large private medical practice
decides to outsource some of its
administrative operations – for
example, patient billing – to India,
which is a Third Country under EU
GDPR rules and does not currently
meet data protection adequacy
standards. In order to undertake
that processing, the outsource
organisation needs to access
patient data and accounting systems.
The patient data will include
special category data – medical
information – as well as contact
details and possibly dates of birth.

CALCULATE YOUR
NHS ANNUAL ALLOWANCE
Sandison Easson Medical Accountants Limited (a newly
formed member of the Sandison Easson Group) has
provided an estimator toolkit to give hospital consultants
some indication of what their deemed pension input
will be for tax purposes.

Visit www.nhsannualallowance.co.uk
for 2018/19 and 2019/20 calculators
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01625 527 351
info@semail.co.uk
www.sandisoneasson.co.uk
Rex Buildings, Wilmslow, Cheshire, SK9 1HY
Also at 1 Harley Street, London, W1G 9QD

SPECIALIST MEDICAL ACCOUNTANTS
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The medical practice, in its role as
data controller for its patient data,
must inform patients that their
medical data is being handled outside of the EEA and request consent for this.
If the data being processed by
the outsource organisation in the
Third Country is not special category data – which is, for example,
medical information or child data
– the data could be processed
under Legitimate Business interests if the following additional
measures are in place.
For countries which are not
deemed adequate by the EU, the
practice must check what data
security and operational standards
the outsource organisation has in
place to protect patient data and
consider performing a Legitimate
Interest Assessment to assess the
privacy risks to their patients.
Specialised data protection contractual clauses approved by either
the ICO or the European Data
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Protection Board will need to be
added to the contracts unless other
allowable exemptions are in place.
Additionally, regular checks or
audits of the outsourced organisation should be undertaken.
Finally, it is important for the
practice managers and owners to
understand that privacy risks may
have increased as a result of the decision to outsource operations to an
organisation based in a third country without an EU adequacy ruling.

Tracking consent
Where consent is required to process data, your systems must be set
up to track and manage that consent, preferably with a description
of how consent was given – for
instance, during the customer registration process or during a consultation. That way, an audit trail
of consent is maintained which
will assist in demonstrating compliance with data protection.
Consent need not be a burden if
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For countries which are not
deemed adequate by the EU, the
practice must check what data
security and operational
standards the outsource
organisation has in place

practices understand the rules
and put appropriate systems and
checks in place to obtain and
manage their patient or employee
consent.
We cannot stress enough the
importance of understanding and
mapping out your practice data
and processing activities. It may
initially feel like a time-consuming exercise, but the benefits are
highly likely to outweigh the initial costs in the medium to long
term.
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and embed a data protection compliance culture into their organisations.

