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BREXIT AND DATA PROTECTION

Cutting our ties to

Europe and
its red tape
 








 

In the turmoil over the Covid-19 pandemic, we may have forgotten
that we’re in the process of leaving the EU and therefore its
data protection jurisdiction. Jane Braithwaite (right) and Karen
Heaton (far right) outline what it means for your practice
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TOP TIPS FOR ALL
MEDICAL PRACTICES

1

Answer the questions above. Understand
where your data is, who processes it and why,
whether you offer services to UK only or EU
individuals. Then decide what needs to be done
next.

2

Update references to new UK data protection
laws. This is likely to be privacy notices,
policies and contractual agreements in place with
organisations you share data with, send it to or
receive it from. Often contractual changes can be
done using a signed addendum to the contract.

3

SIGNIFICANT CHANGES to the
business environment are often
outside the control of medical
practice owners, and always
involve some work for busy medical practice staff.
In our concluding article of the
series, we are looking at what medical practices need to be thinking
about as the UK exits the transition period in December 2020.
For changes involving the processing of personal data, those
medical practices who have
invested in bringing their operations in line with the EU’s General
Data Protection (GDPR) regulations and have embedded a data
privacy and security culture
within their organisations will be
in a position to respond faster and
more efficiently to changes outside their control, such as Brexit.
The UK left the EU on 31 January
2020 and is now operating under
the terms of the Withdrawal
Agreement between the UK and
the EU. This agreement runs until
31 December 2020.
Unless there is an extension to
the Withdrawal Agreement, the
UK will either leave with or with-

Where your practice receives data by
way of a transfer from an EU-based
company, that EU company must ensure
that the transfer of data to the UK, as a
‘third country’, is legal. This is because – in
our scenario – the UK may not be recognised
as ‘adequate’ by the EU regarding data
transfers on 1 January 2021. There are a number
of ways this can be handled, but it will require
some analysis on a case by case basis, before the
necessary contractual changes can be determined.
The nature of the contractual updates or changes
that are required will depend on the nature of the
data processing done between your practice and
the other party.
Seek assistance from a data protection
professional or lawyer if needed.

4
out a future deal between the UK
and the EU.

Will there be a deal?
As everyone knows, the negotiations on what the future relationship between the UK and the EU
will look like were put underway
before the pandemic. It may be
some time before businesses
understand what that relationship
will be and what it might mean for
data protection.
At Data Protection 4 Business,
we believe that the preparation
and analysis for most scenarios
regarding data protection remains
the same. Therefore, we are going
to discuss the pragmatic steps your
practice can take now without
➱ p18
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We believe
that the
preparation
and analysis
for most
scenarios
regarding data
protection
remains the
same

Consider whether you need to appoint an EU
representative if you offer services directly to
EU individuals. Equally, for practices in the EU who
offer services to UK individuals, you may need to
consider whether to appoint a UK representative.
Even today, for non-EEA (European Economic
Area) organisations selling goods or services into
the EEA, an EU representative is required if they do
not have an organisation in the EEA.

5

Make sure the person responsible for data
protection in your practice has the information
and support to help them through these changes.
If your practice has a significant EU or global
offering or uses companies outside the UK, then this
is especially important and you may want to
consider outsourcing the Data Protection Officer
role to keep on top of the changes.
Even if your practice is UK-based, it is likely that
UK and EU data protection regulations will diverge
over the coming years, so someone will need to
keep track of those differences.
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waiting for the final decisions at
the end of the year.
Our main scenario for the purpose of this article, is as follows:
The Withdrawal Agreement
ends on 31 December 2020 and
there is no extension of this transition period.
The UK-EU sign a trade deal, one
which can be done at the EU level
without member states’ ratification. As of writing, the negotiations with the EU are commencing
under a legal structure that would
allow such a trade deal to be agreed
without ratification. Hence, we
believe this a likely scenario.
Most commentators believe that
a trade deal approved at the EU
level would be unlikely to cover
regulatory alignment, as this
would require member state
approval and this takes time – usually years. In this event, the UK
would become a ‘third country’
with respect to data protection
regulation.

A ‘third
country’ status
means that
the UK is not
recognised by
the EU as
having
‘adequate’
data protection
standards in
place

Our scenario

 Does the practice directly offer

Our assumption for the purposes
of this article, is that the UK
becomes a ‘third country’ with
regard to the EU GDPR on 1
January 2021, due to the length of
time that an adequacy decision
may take and because an extension to the transition period is not
currently being discussed and is
certainly not guaranteed.
A ‘third country’ status means
that the UK is not recognised by
the EU as having ‘adequate’ data
protection standards in place.
For observant readers, you may
have noticed the irony that on 31
December 2020 the UK will be
adequate but, on the 1 January
2021, the UK may not be adequate
if there is no extension or regulatory agreement by 31 December!
Let’s take a closer look at what
medical practices need to consider. Here are some crucial questions for every practice manager or
data protection officer:

services to individuals living in or
residents of the EU?
 Does the practice process data
of individuals living in, or residents of, the EU, including using
cookies on your websites – even if
you do not offer services?
 Does the practice outsource services to companies – data processors – outside the UK who are
based in the EU or outside the EU
and therefore store data in other
countries?
 Has the practice mapped the
processes involving personal data
and is the lawful basis for those
processes documented and understood?
 Has the practice listed all the
companies used for outsourced
services? If so, do you know where
the data is stored?
 Do you have a list of companies
with whom data is shared, but
who do not fall into the ‘outsourced services’ category?
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In previous articles, we have discussed the importance of knowing
your data, mapping the processes
or activities the practice undertakes using personal data and
understanding which other companies your practice may out
source to (data processors).
Your practice may even share
data between other medical professionals when offering specialised
services. This data sharing is often
governed by a Data Sharing
Agreement between data controllers.
We have also talked about
cookie consent management and
some pragmatic steps practices
can take to make sure t heir
websites are compliant.
For those who have implemented a cookie consent management pop-up tool, this will pay
dividends now.
Why? Because, individuals in
the EU who are using your website
will be required to consent to your

use of the cookies before they are
set.
Now that we have posed some
questions, look at what may need
to be done next – see box on page
17.

Bad news, good news
In short, changes are coming even
if there is an extension to the transition period. At some point, the
UK laws will separate from the EU
GDPR even if there is an ‘adequacy’ decision. So, it just makes
sense to prepare.
The good news is that the
changes need not be onerous, but
they cannot be ignored, especially
when medical data is concerned.
Knowing your data is absolutely
fundamental – without that, medical practices run significant risks
of being noncompliant with the
data protection regulations and
may increase the risk of fines. Try
to make data part of your practice
culture.

The good
news is that
the changes
need not be
onerous, but
they cannot be
ignored,
especially
when medical
data is
concerned

If you have not already, engage a
data protection professional, subscribe to information sources like
the ICO (www.ico.org.uk). Or contact us, we are happy to help. 
Jane Braithwaite is managing director of Designated Medical, which
offers business services for private
consultants, including medical secretary support, book-keeping and digital marketing.
Karen Heaton is the founder of
Data Protection 4 Business which
offers consultancy services in data
protection, as well as online training,
outsourced Data Protection Officers,
outsourced EU and UK Representative
Services and specialised software
technology to support Data Protection
compliance.
Together Designated Medical and
Data Protection 4 Business offer consultancy services and support to help
private practices and clinics design
and embed a data protection compliance culture into their organisations.

CALCULATE YOUR
NHS ANNUAL ALLOWANCE
Sandison Easson Medical Accountants Limited (a newly
formed member of the Sandison Easson Group) has
provided an estimator toolkit to give hospital consultants
some indication of what their deemed pension input
will be for tax purposes.

Visit www.nhsannualallowance.co.uk
for 2018/19 and 2019/20 calculators
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01625 527 351
info@semail.co.uk
www.sandisoneasson.co.uk
Rex Buildings, Wilmslow, Cheshire, SK9 1HY
Also at 1 Harley Street, London, W1G 9QD
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SPECIALIST MEDICAL ACCOUNTANTS

